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Copyright

© 2001-2024 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software described in
this document is furnished exclusively under a restricted license or non-disclosure
agreement. Copies of software supplied by Intercede Limited may not be used resold or
disclosed to third parties or used for any commercial purpose without written authorization
from Intercede Limited and will perpetually remain the property of Intercede Limited. They
may not be transferred to any computer without both a service contract for the use of the
software on that computer being in existence and written authorization from Intercede
Limited.

No part of this publication may be reproduced, stored in a retrieval system or transmitted in
any form or any means electronic or mechanical, including photocopying and recording for
any purpose other than the purchaser's personal use without the written permission of
Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to ensure the
accuracy of the information, the information contained in this manual is delivered without
warranty, either express or implied. Intercede Limited will not be held liable for any damages
caused, or alleged to be caused, either directly or indirectly by this manual.

Licenses and Trademarks

The Intercede® and MyID® word marks and the MyID® logo are registered trademarks of
Intercede in the UK, US and other countries.

Microsoft and Windows are registered trademarks of Microsoft Corporation. Other brands
and their products are trademarks or registered trademarks of their respective holders and
should be noted as such. All other trademarks acknowledged.

Apache log4net
Copyright 2004-2021 The Apache Software Foundation
This product includes software developed at

The Apache Software Foundation (https://www.apache.org/).
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Conventions used in this document

+ Lists:
* Numbered lists are used to show the steps involved in completing a task when the
order is important.
» Bulleted lists are used when the order is unimportant or to show alternatives.
» Bold is used for menu items and for labels.
For example:
» Record a valid email address in ‘From’ email address.
» Select Save from the File menu.
« [talic is used for emphasis:
For example:
» Copy the file before starting the installation.
» Do not remove the files before you have backed them up.
» Bold and italic hyperlinks are used to identify the titles of other documents.
For example: "See the Release Notes for further information."

Unless otherwise explicitly stated, all referenced documentation is available on the
product installation media.

* A fixed width fontis used where the identification of spaces is important, including
filenames, example SQL queries and any entries made directly into configuration files or
the database.

» Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:
Note: This issue only occurs if updating from a previous version.

« Warnings are used to indicate where failure to follow a particular instruction may result in
either loss of data or the need to manually configure elements of the system.

For example:

Warning: You must take a backup of your database before making any changes to it.
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1 Introduction
This document contains instructions on using MSIX to install your MyID® client software.
MSIX is a Microsoft technology for packaging your apps. It supports the following features:
« Combining all of your client software in a single installation package.

The MyID Operator Client requires the MyID Client Service, and makes use of MyID
Desktop (for administrative operations) and the Self-Service App (for self-service
operations). You are recommended to combine all of these applications into a single
package for distribution to your MyID Operator Client users.

« Distributing a configuration package containing all required client configuration and
customization.

For example, the location of the MyID server, or files for rebranding.
« Configuring automatic updates.

The installation structure comprises an MSIX installer for the MyID Client Suite, which
contains all of the common files for the MyID client software, and MSIX installers for the
following client applications:

« MylID Desktop
« Self-Service App
« MyID Client Service

The installers are provided in the following folder in the MyID release image:

\MyID Clients\MyID Client Suite
Intercede also provides MSIX versions of the following additional software:

« Aware PreFace

« Canon SDK

« SecuGen biometric library
« Fargo Printer Support

These additional installers are distributed separately, but you can combine them into a
package for distribution and installation with the rest of the client software.
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2 Overview

The MyID MSIX client packages make use of both version-specific optional packages in a
related set, and version-independent modification packages. The packages in the related set
are tightly-coupled and must be serviced together, whereas the modification packages can
be updated independently.

Note: Related set packages require the MyIDClientSuite.msixbundle to be used; if you
install the .msix you will not be able to install the other packages in the related set, as the
metadata for the set is only available in the .msixbundle package.

The following describes the version-specific optional packages in the related set:
* MyIDClientSuite
This is the main package to which additional packages are applied. Must be installed.
By default, the Windows start menu entry launches the MyID Client Configurator.

This package contains the application files for the MyID Client Service, MyID Desktop,
and the Self-Service App. However, the package does not add start menu entries for
these applications — the start menu entries are added by the additional packages for each
application.

The package does registers protocol handlers to launch the clients without start menu
entries; this may be useful for a minimal install where users will be interacting with MyID
only though email links, which use these protocols. You can disable the protocol handlers
if necessary using Windows configuration.

Registered protocols are:
» MyID Desktop: myiddsk
« Self-Service App: myidssa
« MylID Client Service: myidmcs
« MyID Client Configurator: myidconfig
Note: The MyIDClientSuite package is provided in the following versions:
* MyIDClientSuite x.x.x.msixbundle

Used as part of a related set with the MyID Desktop, Self-Service App, and MyID
Client Service packages. Use this version if you intend to install any of these related
packages. See section 4.3, Related sets.

* MyIDClientSuite x.x.x.msix

Used in the MSIX Packaging Tool when creating a modification package. Installs the
protocols for the MyID client applications, but cannot be updated by the related
packages to add start menu items and aliases for the client applications. See section
3.4.1, MSIX Packaging Tool.

®* DSKLauncher

Adds a start menu entry for MyID Desktop, and registers the MyIDDesktop . exe alias.

®* SSALauncher

Adds a start menu entry for the Self-Service App, and registers the My1Dapp . exe alias.
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®* MCSLauncher
Adds a start menu entry for the MyID Client Service, and registers the
MyIDClientService.exe alias.
There are also version-independent modification packages available, not all of which are
supported for all editions of MyID:
®* AwarePrefaceForMyID
Adds Aware PreFace components, enabling biometric image capture through the MyID
Client Service.
®* CanonEDSdkForMyID
Adds Canon EDSDK components, enabling Canon camera support for biometric image
capture.
®* FargoApiForMyID
Adds Fargo SDK components, enabling advanced features for Fargo card printers.

®* SecuGenForMyID

Adds SecuGen SDK components, enabling support for SecuGen fingerprint readers.

21 Prerequisites

MSIX installation is supported on Microsoft Windows clients. The minimum version of
Windows 10 is version 1809. However, note that for versions earlier than 1909 you must
enable sideloading for apps not provided through the Microsoft Store; see the following
Microsoft article for details:

docs.microsoft.com/en-us/windows/msix/app-installer/troubleshoot-appinstaller-
issues#iprerequisites

The MSIX installers provided with this release are designed for a system administrator to put
together a package for the users across your organization, including an App Installer
package that includes all of the required client software in a single package, and a
modification package that contains the necessary client configuration (for example, the
location of your MyID server).

See section 4, Deploying MyID clients with App Installer files and section 3, Customizing and
configuring a client installation for details.

Accordingly, you must have a good knowledge of implementing MSIX software distribution.
This guide does not provide a tutorial for MSIX and is not expected to replace the Microsoft
MSIX documentation.

If you need to install the MyID client software on a single PC, you are recommended to use
the standard .msi installation packages. See the Installing MyID Desktop and Installing the
MyID Client Service sections in the Installation and Configuration Guide and the Installing
the Self-Service App section in the Self-Service App guide for details.
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2.2 Differences
The MSIX versions of the MyID client software have some differences from the .msi-installed
versions.

2.2.1 Configuration files

The location and structure of the configuration files are different if you install the MSIX
versions. The client applications now share a configuration file, which contains only user-
configurable configuration options, whereas the .msi-installed clients have individual
configuration files that also contain settings that you are not expected to manage.

The configuration file for MyID Desktop, the Self-Service App, and the MyID Client Service is
now:

$LocalAppData%\Intercede\MyIDClientSuite\config.xml

You can also provide an administrator configuration file that overrides any settings in the user
configuration file; this file is:

$ProgramData%\Intercede\MyIDClientSuite\config.xml

See section 3.2, Configuration scope for more information about administrator configuration
files.

The MyID Client Suite now also provides a MyID Client Configurator utility that allows you to
edit your configuration file without having to use a text editor.
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222

For example, to enable logging in MyID Desktop, the Windows clients section in the
Configuring Logging guide contains instructions to add the following line:

<add key="LogDirectory" value="C:\Logs"/>
to the MyIDDesktop.exe.config file in the following folder:
C:\Program Files (x86)\Intercede\MyIDDesktop\

Instead, use the MyID Client Configurator to add LogDirectory as a custom configuration on
the MyID Desktop tab, and set the value to c: \Logs.

(9 MyID Client Configurator - m} X

Client Configuration

0)
& Configuration Scope: ® user  administrator
Global MylD Desktop MylD Client Service MylD Self-Service App
Basic Configuration Inherited Configuration
Server:  httpsy/react.domain3i.local Inherit Server: | hitpsy/react.domain31.Joca
Enable Logging: Inherit Enablelogging:

Custom Configuration

Key:  LogDirectory Value:  C\logs Add

Apply [ Refresh l I Import l [ Export

See section 3, Customizing and configuring a client installation for more information.

Important: If you have installed a configuration file using a modification package, you cannot
edit its content; the file is stored in the virtual file system, not the physical file system. To
update configuration that was set up using a modification package, you must apply an
updated modification package.

If you need to make a change to the configuration temporarily (for example, to enable
logging), you can export the configuration, uninstall the modification package, import the
configuration again, and make the configuration changes. When you no longer need the
temporary change, reinstall the configuration package to restore your system to its admin-
specified configuration.

Installation process

The .msi installation programs prompted for the server location during the installation; the
MSIX installation programs do not do this. You can use the MyID Client Configurator after
installation to provide the server location; however, the recommended procedure is for your
system administrator to put together a modification package that contains any required
configuration.
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2.2.3 Command-line arguments

MSIX installs do not allow access to the executable file; instead, the installers provide an
alias you can use to run the applications from the command line.

For example, you might use the following command line:

"C:\Program Files (x86)\Intercede\MyIDApp\Self Service
Application\MyIDApp.exe" /w /un:123 /nopopup

For the MSIX version, omit the path, and use the alias instead:
MyIDApp.exe /w /un:123 /nopopup
The aliases are as follows:

» MyID Desktop: MyIDDesktop.exe

« Self-Service App: MyIDApp.exe

» MylID Client Service: MyIDClientService.exe
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2.3 MSIX signature validation

The MyID clients perform signature validation of their components as a form of tamper
protection (if a component does not have an expected signature, it is not loaded) — while this
provides significant protection, it also adds a small start-up cost and can cause the need for
more complex configuration in offline environments that cannot access resources such as
public revocation lists over the internet.

When running on Windows 10 2004 or later, MSIX includes tamper protection out-of-the-box,
which significantly reduces the attack surface and allows you to relax our own tamper
protection safely. MyID clients ship secure by default — this means that Intercede's own
tamper protection is performed alongside the MSIX tamper protection unless configured
otherwise. To disable the internal signature checks performed by the MyID clients, add a key
of DisableComponentVerification and a value of t rue to your configuration; for example:

<add key="DisableComponentVerification" value="true"/>

(4 MyID Client Configuratar - m} X

- Client Configuration

@ COﬂﬁguratiOﬂ SCOpe: ® User Administrator

Global MyID Desktop MylD Client Service MylD Self-Service App

Basic Configuration

Server: https://react.domain3i.local

Enable Logging: [

Custom Configuration

Key:  DisableComponentverification Value:  true Add

Apply [ Refresh l I Import l [ Export

Note: If you use the DisableComponentVerification setting with clients installed using
MSI, they will present a prominent and persistent warning about insecure configuration. This
warning, by design, cannot be dismissed or disabled. MSIX clients will not present a warning
since they are protected by the built-in tamper protection.

Note: Package integrity enforcement was introduced in Windows 10 2004. While there is still
improved protection compared to MSI (file-system permissions, and so on) prior to this,
package integrity enforcement will not be applied and Windows will not prevent tampered
apps from running. As such, it is not recommended to use this configuration if you are using a
version of Windows older than Windows 10 2004.
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24 Upgrading to the MyID Client Suite 1.5.0

When upgrading to the MyID Client Suite 1.5.0, some of the optional packages for MSIX
installation (DskLauncher, MCSLauncher, and ssALauncher) have been updated to version
1.1.0; the MyID Client Suite 1.5.0 is incompatible with the 1.0.0 versions of these packages.

As a result, when upgrading, you must either:
» Upgrade the optional packages with the main package in the same operation.

You can do this by using an App Installer file, or by using a command; for example the
Add-AppxPackage in PowerShell.

- Remove the optional packages before upgrading the main package, then install the new
versions of the optional packages.

Note: The new optional packages are not backwards compatible.

2.5 Limitations and known issues

The MSIX-installed client applications have the following limitations:
« Cannot capture an image in Edit Person

If you use the MSIX installer to install MyID Desktop, you cannot capture a user image in
the Edit Person workflow.

As an alternative, you can use the MyID Operator Client to capture user images.
Note that you can still use Edit Person to upload an image file.
« Document scanning in MylD Desktop

The legacy document scanning feature in MyID Desktop uses the same components as
uploading user images in the Edit Person workflow; you cannot scan a new image. As a
workaround, you can scan the image in an external application, save it to a file, then
upload the file in MyID.

« TWAIN integration with the MylD Document Scanner

Due to an incompatibility between the vendor-specific components that are loaded by the
TWAIN protocol and the sandboxed virtual file system of MSIX, TWAIN scanning is not
currently available in the MyID Document Scanner. You can still use the WIA protocol.

If you cannot use the WIA protocol, and require TWAIN scanning, you are recommended
to use the MSl installers for the MyID applications instead of MSIX.
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2.6 Troubleshooting

Microsoft provides general deployment troubleshooting guides:

« docs.microsoft.com/en-us/windows/win32/appxpkg/troubleshooting

« docs.microsoft.com/en-us/windows/msix/app-installer/troubleshoot-appinstaller-
issues

The Windows event log contains details of a failure in the deployment logs, usually with
remediation suggestions. For example, if you produced an App Installer file with incorrect
version numbers, Windows logs a message similar to the following:

AppX Deployment operation failed for package
file:///C:/Workspace/msix/updates/MyIDClientSuite.appinstaller with error
0x8008020C. The specific error text for this failure is: The package full
name returned from the AppxManifest (MyIDClientSuite 1.0.0.36 neutral ~
lyrlgeglkr9ge) does not match the name generated from the AppInstaller
(MyIDClientSuite 1.0.0.35 neutral ~ lyrlgeglkr9qge). Please ensure that the
package attributes specified in the .appinstaller file match the package
attributes referenced in file:///C:/Workspace/msix/updates/MyIDClientSuite
1.0.0.msixbundle.

2.6.1 Resetting MSIX apps

If an application is not behaving as expected, particularly if it previously worked correctly, you
can use the built-in repair or reset functionality to restore the applications to their state at first
install. A repair will retain any user data, whereas reset will remove it. The impact of removing
user data is relatively limited:

« Information such as the last selected printer is forgotten.
« Iflogs are being written to the virtual profile, they are deleted.

« If user-scope configuration was created and applied using the configuration tool, it is
removed.

For more information, see:
« docs.microsoft.com/en-us/windows/msix/desktop/managing-your-msix-reset-
and-repair
2.6.2 Troubleshooting specific errors

« Related set error

A related set cannot be updated because the updated set is invalid. All
packages in the related set must be updated at the same time.
(0x80003d17)

If you installed from the .msix file, you must install the .msixbundle file instead; this file
contains the metadata for the related set. You can install the .msixbund1e file over the
.msix file — click Reinstall on the installation dialog. Note, however, that you cannot
install the .msix file over the .msixbundle file.

If you installed from the .msixbundle and still see this error, it may indicate that you are
either using packages that are not in the same set (for example, packages from different
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MyID releases), or you are trying to perform an in-place upgrade using the interactive
installers, which is not supported.
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3 Customizing and configuring a client installation

When the MyID clients are installed from an MSIX package, they use a different configuration
file than if they were installed from an MSI. The new configuration file contains only
configuration entries, without the additional noise of the MSI configuration files, and allows
you to configure all of the clients in one place so that they share configuration where
applicable (for example, the MyID server location, or enabling and disabling logging).

This section provides guidance on how to work with the new configuration file, and suggests
ways to deploy it.
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3.1 Configuration file format

The new configuration file is a much-simplified version of the existing configuration. The
following is a simple example:

<Configuration>
<appSettings>
<add key="Server" value="https://my.server.local" />
<add key="EnableLogging" value="False" />
</appSettings>
<dskSettings>
<add key="SomeDskSpecificKey" value="SomeValue" />
<add key="Server" value="https://my.otherserver.local" />
</dskSettings>
<ssaSettings>
<add key="SomeSsaSpecificKey" value="SomeValue" />
</ssaSettings>
<mcsSettings>
<add key="SomeMcsSpecificKey" value="SomeValue" />
</mcsSettings>
<suiteSettings>
<add key="DefaultLaunchApp" value="DSK" />
</suiteSettings>
</Configuration>

The following sections are available:
®* appSettings
Global settings to be applied to all clients.
®* dskSettings
Settings to be applied to MyID Desktop only.
Settings that override global settings for MyID Desktop only.
* ssaSettings
Settings to be applied to the Self-Service App only.
Settings that override global settings for the Self-Service App only.
®* mcsSettings
Settings to be applied to the MyID Client Service only.
Settings that override global settings for the MyID Client Service only.
®* suiteSettings
Settings that apply to the MSIX suite environment.

Note: If a key is present in both the appsettings node and one of the client-specific nodes,
the client-specific value overrides the global setting. In the example above, all the clients use
the global server value (https://my.server.local)except MylD Desktop, which use the
Server override (https://my.otherserver.local)underthe dskSettings node.
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3.2 Configuration scope
The following scopes are available for configuration: User and Administrator.

« User scope is configuration that applies only to the current user, and is, by default,
allowed to be modified by the user.

User scope configuration is stored in the following file:
$LocalAppData%$\Intercede\MyIDClientSuite\config.xml

« Administrator scope is machine-wide configuration that has been applied by an
administrator, and is not intended to be modified by the user.

Administrator scope configuration is stored in the following file:
$ProgramData%\Intercede\MyIDClientSuite\config.xml

If Administrator scope configuration is present on a machine, the User scope configuration is
ignored by MyID. It is recommended that you set appropriate file permissions on the
configuration file or directory if you normally allow your users to change files in the
$ProgramData$ folder, but want to prevent changes to the configuration file.

3.3 MyID Client Configurator

The MyID Client Suite MSIX package includes a tool for changing configuration. You can use
it to set, import, or export user-scope configuration, view or export admin configuration, and
view or export a simple report on the status of the client installation (current platform, installed
packages, and so on).

3.3.1 System Status

The default view of the configuration tool provides an overview of the client environment.

(4 MyID Client Configuratar - m} X

— System Status

€ BoEnvironment
Operating System: Microsoft Windows NT 10.0.15043.0

©

x64 Platform:  True
MSIX Context:  True

MylD Client Suite:  1.0.0.31

Clients
MylD Client Service: 1.7.1000.1

MylD Desktop:  3.13.1000.1

MylD Self-Service App:  3.13.1000.1

B Intercede Packages
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3.3.1.1 Environment
The Environment section lists:
« The current operating-system version.
« Whether or not the operating-system is 64-bit.
« Whether or not the tool is correctly running in the context of an MSIX container.

» The version of the main MyID Client Suite package.

3.3.1.2 Clients

The Clients section lists the versions of the MylID clients inside the package. These values
match their equivalent MSI versions.

3.3.1.3 Intercede Packages

The Intercede Packages section lists the installed packages that were produced and
provided by Intercede.

3.3.1.4 Custom Packages

The Custom Packages section lists any installed packages that were not produced by
Intercede; for example, if you have applied configuration with a modification package, your
package appears in this list.

3.3.1.5 Export

Click Export to save the information displayed on the System Status view to a text file. This
can be helpful in supplying information about your system to Intercede Support during
troubleshooting.

3.3.2 Client Configuration

The Client Configuration view is used to view or edit configuration.

(9 MyID Client Configurator - m} X

Client Configuration

Configuration Scope: ® user  administrator

e O

Global MylD Desktop MylD Client Service MylD Self-Service App

Basic Configuration

Server: https://my.serverlocal

Enable Logging: [

Custom Configuration

i

Key: Valu

m [ Refresh l I Import l [ Export
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To switch the configuration scope, click the User or Admin option; see section 3.2,
Configuration scope for more information.

« You can view, modify, or export User scope configuration from the tool.
« You can view or export Administrator scope configuration, but cannot modify it.

Changing the selection displays the configuration that corresponds to the selected scope.

3.3.2.1 Using the MyID Client Configurator

The Client Configuration view includes a Global tab, and tabs for the individual clients
provided by the MSIX installer. Configuration entered on the Global tab is, by default, applied
to all clients; for example, if you set the Server value on the Global tab, it is inherited and
displayed on the client-specific tabs.

If you have an existing configuration file that you want to use as the base for a new file, or that
you want to apply as-is to the machine you are using, click Import and select the file to
import.

Each tab in the Client Configuration view contains entries for the commonly-changed
configuration keys, and an additional Custom Configuration section that allows you to apply
additional configuration that does not have dedicated fields. For example, the MyID
documentation provides configuration keys in the following format:

<add key="SomeKey" value="SomeValue" />

Where a dedicated field does not exist, you can add it by entering the key and value then
clicking Add:

Key:  SomeKey Valus:  SomeValue Add

Each client-specific tab contains an Inherited Configuration section that displays all the
configuration keys and values that are being inherited from the Global tab. To override these
values on a per-client basis:

« Ifthe client's tab includes a dedicated field for the configuration key, for example Server,
deselect the Inherit option and enter the value you want the selected client to use.

- If the configuration was added as a custom entry, use the Custom Configuration
section to add an entry with the same key and the new value you want the selected client
to use.

Once you are happy with your configuration, and you want to apply it, click the Apply button.
The resulting configuration file is saved to:

%$LocalAppData%$\Intercede\MyIDClientSuite\config.xml
and will be used by clients running from the MSIX container.

Note: If Administrator scope config is present, the user configuration applied by the tool
warns you that it will be applied, but will be ignored.

If you want to use the configuration file for a wider deployment, click Export to save it to a file.
You can then deploy this file to your clients using your chosen mechanism; for example,
using a modification package (see section 3.4, Deploying configuration as modification
packages) or manually deploying the file (see section 3.5, Manually deploying configuration
files).
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3.3.3 Setting the default launch app

In environments where you do not want users to load the configuration tool, you can redirect
the MyID Client Suite shortcut to one of the other applications in the package. If deployed as
part of an interactive installation (for example, with App Installer) this also changes what
application is launched if the user selects the Launch when ready option.

Notes:

« This is a manual change to your configuration file; you cannot change it through the
configuration tool itself.

« You must apply this change to the Administrator scope configuration file; it is ignored if
present only in the $TLocalAppData%$\Intercede\MyIDClientSuite\config.xml file. It
must be placed in the $Programbata%\Intercede\MyIDClientSuite\config.xml file,
regardless of how it is deployed.

To configure the default launch app:

1. Openthe config.xml file in a text-editor.

2. Look fora suiteSettings node within the configuration node.

If this node is not present, add <suiteSettings></suiteSettings> as a child of the
Configuration node.

Ifitis present in the format <suiteSettings/>, replace it with

<suiteSettings></suiteSettings>
3. Add the following as a child of suitesettings:

<add key="DefaultLaunchApp" value="">
4. Setthe value to one of the following:
« DSK — sets the launch app to MyID Desktop.
» ssa—sets the launch app to the Self-Service App.
« Mcs — sets the launch app to the MyID Client Service.

For example, to set the MyID Client Suite shortcut to launch MyID Desktop:

<Configuration>
<appSettings>
<add key="Server" value="https://my.server.local" />
</appSettings>
<dskSettings />
<sskSettings />
<ssaSettings/>
<mcsSettings/>
<suiteSettings>
<add key="DefaultLaunchApp" value="DSK">
</suiteSettings>
</Configuration>
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3.4 Deploying configuration as modification packages

The recommended way to deploy your configuration file is as part of a Modification Package,
a special kind of MSIX package that can be applied as a patch to the MyID Client Suite. This
approach brings the following advantages:

» When deployed in this way, the configuration file is placed inside the MSIX container in a
private virtual file-system that can only be accessed by applications in the same
container — this avoids polluting your system with loose files, and ensures they are
removed if the applications are uninstalled.

« Allows you to provide configuration files in managed way, including proper versioning.
« Allows you to deploy your configuration file as part of an App Installer file.

- Enables fast and easy deployment or rollback of configuration files, including automatic
updates using App Installer.

« Protected by the same trust model as the main MSIX packages; that is, the Modification
Package must be signed by a certificate trusted in your organization before it can be
applied.

For more information about modification packages, see:

docs.microsoft.com/en-us/windows/msix/modification-packages.

3.4.1 MSIX Packaging Tool

The easiest way to create a modification package is to use Microsoft's MSIX Packaging Tool.

The MSIX Packaging Tool monitors changes to the system, then produces an MSIX package
that replicates the detected changes in an MSIX container. This can be installed on an
existing system, or run from the built-in Hyper-V environment.

See the following for more information:
» docs.microsoft.com/en-us/windows/msix/packaging-tool/tool-overview
« docs.microsoft.com/en-us/windows/msix/packaging-tool/quick-create-vm
To create a modification package with the MSIX Packaging Tool:
1. Create a staging folder containing:
» The MyID Client Suite MSIX.

You can extract this from the MyIDClientSuite-X.Y.z.msixbundle file. Change
the file's extension to . zip, then open it and extract the contained .msix file.

» The config.xml file you want to deploy.

You can create a config file manually (see section 3.1, Configuration file format) or
you can create a user config file using the MyID Client Configurator on a PC that has
the MyID Client Suite installed, then copy this file from the following folder:

$LocalAppData%\Intercede\MyIDClientSuite\

« Any theme files you want to apply (theme.json, UniformLogo.png, WideLogo.png,
and so on).

See the Customizing the MyID Windows Clients guide for details of applying local
themes and branding.
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2. Create the folder structure required by the MyID clients:
* %ProgramData%\Intercede\MyIDClientSuite\
Optionally, if you intend to apply a theme or branding to the MyID clients with the
package, create the following subfolders:

* %ProgramData%\Intercede\MyIDClientSuite\MyIDDesktop\

®* %$ProgramData%$\Intercede\MyIDClientSuite\MyIDApp\Self Service
Application\

®* %ProgramData%$\Intercede\MyIDClientSuite\MyIDClientService\

3. Launch the MSIX Packaging Tool and select Modification Package.

MSIX Packaging Tool - | X

Select task

>4y, 0’
N Wl N
Modification

Applicati
pplication package

package

Package
editor

Create a package that modifies

Create your app package an existing app

Edit an existing package
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4. Select Create package on this computer, then click Next.

MSIX Packaging Tool

Select environment

(®) Create package on this computer

Create modification package
Packaging method

Select the environment you want to package in

This option lets you create a package on your local machine.

_) Create package on a remote machine
This option lets you create a package on a remote machine.

Create package on a local virtual machine
This option lets you create a package on a virtual machine (Hyper-V required).

Next Cancel

=l
m
=}

5. The tool checks for prerequisites, including the presence of the MSIX Packaging Tool
Driver. Follow the instructions on this screen, then click Next when available.

MSIX Packaging Tool

Prepare computer

Create modification package

Prepare computer

When we create an app package, we listen to the computer (or virtual machine) where you're installing the
app to capture the information the package needs. Some items may introduce unneccesary data into your
package.

Additional preparations Status

MSIX Packaging Tool Driver Installed

We require the driver to be installed to package your app

Windows Update is active

Disabled

We are temporarily disabling Windows Update while we package your app
as it might cause extraneous data to be collected.

Previous Cancel
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6. Configure the target package and signing options.

MSIX Packaging Tool - | X

Create modification package

Choose the installer you want to package

If you don't have an installer, click Next to create one. You'll choose and run the files you need to install

) your app, and the MSIX packaging tool will create the installer for you.
Select installer

Browse...
Warning: A template file will not be generated unless an installer is specified

Specify installer arguments (optional)

Provide the main MSIX application which will be associated with your medification package. The win32
version of the main application must be installed in your packaging environment before you can create a
medification package.

Ch\Staging'\MylDClientSuite_1.0.0.msix Browse...
[] Manually enter the main package information

Signing preference
Sign with a certificate (.pfx) ¥
Browse for a certificate

Ci\Staging'cert.pfx Browse...

Password

Time stamp server URL
Important: Time stamp your package to ensure it can be installed even if your certificate expires

http://timestamp.digicert.com

Previous Next Cancel

a. Asyou are not converting an existing installer, leave the first two fields blank.
b. Inthe third field, provide the path to the MyID Client Suite MSIX in the staging folder.

c. Select how to sign your package. Note that the signature's certificate chain must be
trusted within your organization before the package can be installed.

d. Optionally enter a timestamp server address. The MSIX Packaging Tool must be
able to communicate with the timestamp server.

While optional, this step is highly recommended to avoid Windows preventing
installation of your package after the signing certificate expires.

The timestamp certificate chain must be trusted within your organization.
e. Click Next.
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CMs

7. Enter the details for the Modification Package you are about to create, including the
name, display name, publisher name, and version.

MSIX Packaging Tool

Package information

Create modification package

Package information
Package name *
MyCustomMylDConfig
Package display name *
MyCustomMylDConfig
Publisher name *
CN=Joseph, O=Joseph, C=US
Publisher display name =
Joseph

Version *

1 .o .o .o
Package Description

Contains configuration and branding for MylD

Installation location

Browse...

[] Add support for M5IX Core to this package. See https://aka.ms/MSIXCore to learn more.

Once you continue to the next page, installation will begin and you will not be able to return.

Previous

Subject of the certificate provided

Next

Cancel

Once you have entered the information, click Next.

8. The MSIX Packaging Tool starts monitoring your system for modifications to be

replicated by your modification package.

MSIX Packaging Tool

Installation

Create modification package

Installation

Install your app now - the packager will capture the registry or any files that you need to install or

configure the app.

Restart machine

If your installer requires a system restart, click 'Restart machine’. The system will restart and MSIX

Packaging Tocl will automatically resume after restart.

Restart machine

=}
m
=]

Next

Cancel
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a.

Copy the config.xml file from your staging folder into:
$ProgramData%\Intercede\MyIDClientSuite\

This is the location of the administrator configuration file; see section 3.2,
Configuration scope for details.

Optionally copy theme.json, UniformLogo.png, and WwideLogo.png from the
staging folder into the subfolders you created earlier corresponding to the clients you
want to rebrand.

For example, to apply your theme to Self-Service App, copy the files into:
$ProgramData%\Intercede\MyIDClientSuite\MyIDApp\Self Service
Application\

Once you have copied all the customizations, click Next then Yes, move on.

9. Enterthe location you want to save your modification package, then click Package
editor.

MSIX Packaging Tool - | X

Create package your package.

Create modification package

Create package

Save location

Ch\Staging\MyCustomMylDConfig.msix Browse...
If you are finished creating your package, click "Create”.

You can use the package editor to modify your package, change properties, or content without creating

Package editor

Use a different save location for your template file

Warning: A command-line file will not be generated as no installer was selected in this flow.

Previous Create Cancel

a. Select Package information, then scroll down to Manifest file and click Open file.

This opens the package manifest in a text editor.
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b. Update the ProcessorArchitecture attribute to be x86.

| *jubhob52.h4iManifest - Notepad

File Edit Format View Help
<?xml version="1.8" encoding="utf-8"?>
<Package xmlns="http://schemas.microsoft.com/appx/manifest/foundation/windowsl@" xmlns:uapd="http://schemas.microsoft.com/appx/manifest/uap/
<!--Package created by MSIX Packaging Tool version: 1.2022.338.8--3
<Identity Name="MyCustomMyIDConfig" Publisher="CN=Joseph, O=Joseph, C=US" Version="1.8.8.8" ProcessorArchitecture="JE" />
<Properties>

<«DisplayName>MyCustomMyIDConfig</Displaylame>

<PublisherDisplayName>Joseph</PublisherDisplayNames

<Description»Contains configuration and branding for MyID</Description>

<Logo>Assets\StorelLogo.png</Logo>

<rescapb:ModificationPackage>true</rescapb:ModificationPackage>

<uap1@:PackageIntegrity>

<uapl@:Content Enforcement="on" />

</uapl@:PackageIntegrity>
</Properties>
<Resources>

<Resource Language="en-us" />
</Resources>

<Dependencies>
<TargetDeviceFamily Name="Windows.Desktop” MinVersion="10.@8.17763.8" MaxVersionTested="18.0.22008.1" />

<uap4:MainPackageDependency Name="MyIDClientSuite"” Publisher="CM=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB" />
</Dependencies>
</Package>

>
Ln 4, Col 121 100%  Windows (CRLF) UTF-8 with BOM

c. Save the file and close the text editor.
d. Select Virtual registry and delete any registry entries detected by the tool.

These will have been added by unrelated background tasks.

MSIX Packaging Tool - | X
Package information Package editor
Package report Virtual registry
Capabilities The virtual registry is only available for application packages with the runFullTrust capability.
Virtual registry 4 REGISTRY Name Type Data
Package files MACHINE
4 UUSER
[+ {CurrentUserSIDH
[+ {CurrentUser] Expand/Caollapse
Key 3 New
Value 3 Rename
Delete
Export
Add to exclusions
Import Export
Create Cancel

MyID Client MSIX Installation Guide Page 27 of 48



Intercede

CMs

e. Select Package files and verify that the files you copied earlier are included in their

f.

10. You can now install your MSIX Modification Package

expected locations.

MSIX Packaging Tool

Package information

Package editor

Package report Package files

Capabilities

Virtual registry Package Location

4 [ Package
4 [ VFS
4 [ Common AppData
4 [ Intercede
4 [ MylDClientSuite
4 [ MylDApp

Package files

[J Widelego.png
4 [ MylCClientService
[J UniformLoge.png
[J Widelago.png
4 [ MylDDesktop
[J UniformLoge.png
[J Widelego.png
[J configxmi
[ Local AppData
- [ Assets

[J Resources.pri

4[] Self Service Application
[J UniformLogo.png

Virtualization of the VFS folder is enly available for application packages with the runFullTrust capability

Deployment Location
[{PackageRoot)]
[{PackageRoot}]\WFS
[{Commen AppData]]
T\ntercede

\Intercede\MylDClientSuite
J\Intercede\MylDClientSuite\MylDApp
\Intercede\MylDClientSuite\Myl DApph\Self
[{Common AppData}]\Intercede\MylDClientSuite\MylDApp\Self
[{Commen AppDatal]iIntercede\MylDClientSuite\MylDApp\Self
[{Commen AppData]]\Intercede\MylDClientSuite\MylDClientSer
[{Commen AppData]]\Intercede\MylDClientSuite\MylDClientSer
[{Common AppData]l\ntercede\MylDClientSuite\MylDClientSer
[{Common AppData]l\Intercede\Myl DClientSuite\MylDDesktop
[{Common AppDataj]\Intercede\MylDClientSuite'MylDDesktoph
[{Common AppDataj]\Intercede\MylDClientSuite'MylDDesktoph
[{Commen AppDatalliIntercedeiMylDClientSuite\configaxml
[{Local AppData)]

[{PackageRoot)]\Assets

[{PackageRoot)]\Resources.pri

[{Common AppData
[{Common AppData
[{Common AppData
[{Common AppData

Create Cancel

Click Create to create your package.

Install MyCustomMyIDConfig?

Publisher: Joseph
Version: 1.0.0.0

The app will modify MylD Client Suite if installed.
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Once itis installed, Windows detects it as an add-on to the MyID Client Suite:

@ MylD Client Suite

App add-ons & downloadable content
Search this list

Sort by: Name Filter by: All drives

5 apps found

MyCustomMylDConfig

Joseph

MylD Client Service
ntercede Ltd

MylD} Desltop

MyID Client MSIX Installation Guide Page 29 of 48



Intercede

3.5

1.

12.

The package will be included in the configuration tool's System Status view in the

Custom Packages section; see section 3.3.1, System Status.

\9 MylD Client Configurator

System Status

®
&

S Intercede Packages

)l Custom Packages

My!D Desktop:

MylD Self-Service App:

MylD Client Service:
Myl!D Desktop:
MylD Self-Service App:

SecuGen Support For Intercede MylD:

MyCustomMylDConfig:

3.13.1000.1

3.13.1000.1

1.0.0.3

1.0.0.3

1.0.0.3

4.11.01

1.0.0.0

Delete the $Programbata%\Intercede folder you created.

Once you have installed the modification package, the configuration is stored in the
virtual file system. Deleting the $Programbata%\Intercede folder ensures that the
modification package is working as intended, and the application is drawing its

configuration from the virtual file system, not the physical file system.

Launch the MyID Client Configurator and verify that the configuration is as expected.

The applied configuration is read-only under the Administrator scope. You cannot
change administrator config using the MyID Client Configurator; see section 3.2,

Configuration scope

13. Finally, launch the MyID clients and verify they work as expected, and include any

custom branding you may have applied.

You can now deploy your modification package to your organization using your preferred
method; for example, Add-appxPackage (see section 5.1, Headless install without App
Installer files), or App Installer (see section 4, Deploying MyID clients with App Installer files).
If you are using App Installer files to deploy MyID Client Suite, you can add your modification

package as an optional package to be included in your deployment.

Manually deploying configuration files

If you do not want to use a modification package to deploy your configuration file, themes, or
branding, you can deploy them manually. However, the MSIX installers provide no
management for this method; for example, if you uninstall MyID Client Suite after deploying

your configuration in this way, the configuration is left on the system.

You must restart any running MyID clients to ensure that they detect the configuration
changes.
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3.5.1 Applying configuration
Copy your config.xml file into the directory corresponding to your desired scope.:
« User:
$LocalAppData%$\Intercede\MyIDClientSuite\config.xml
» Administrator
$ProgramData%\Intercede\MyIDClientSuite\config.xml
See section 3.2, Configuration scope.

You can create a config file manually (see section 3.1, Configuration file format) or you can
create a user config file using the MyID Client Configurator on a PC that has the MyID Client
Suite installed, then export the config file.

3.5.2 Applying themes and branding

You can apply the theme or branding for each client independently. When deployed with this
manual approach, the theme and branding changes are applied machine-wide for all users.

Copy the theme.json, UniformLogo.png, Or WideLogo.png files into the appropriate folder:
« MylD Desktop:
$ProgramData%\Intercede\MyIDClientSuite\MyIDDesktop\
« MylID Client Service:
$ProgramData%\Intercede\MyIDClientSuite\MyIDClientService\
« MylID Self-Service App:

$ProgramData%\Intercede\MyIDClientSuite\MyIDApp\Self Service
Application\

See the Customizing the MyID Operator Client guide for details of applying local themes and
branding.
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3.6 Importing configuration files

In environments where the end user regularly changes the configuration themselves, for
example, a system administrator who commonly switches between production and pre-
production servers, the user can use the MyID Client Configurator to import configuration
files.

You can export a configuration file from the MyID Client Configurator (see section 3.3.2,
Client Configuration) or create one manually (see section 3.1, Configuration file format).

To import a configuration file:
1. Launch the MyID Client Configurator.

By default, the MyID Client Suite shortcut is configured to open the configuration tool If
your system has been set up to open a different application (see section 3.3.3, Setting
the default launch app) you can launch the MyID Client Configurator using its registered
protocol; open the Windows Run dialog, and type:

myidconfig://

2. Click the Configuration icon in the navigation pane.

Y

3. Select the User configuration scope.

You can export from both the user and administrator configuration, but you can import
only into the user configuration.

4. Click Import and select the configuration file you want to import.
5. Click Apply.
6. Restart any running MyID clients.

MyID Client MSIX Installation Guide Page 32 of 48



intercede

If the following warning appears, it means that administrator configuration was detected:

Administrator Configured

User configuration has been applied but will be
overridden by the existing administrator
configuration.

The administrator configuration overrides any user configuration, including the configuration
you just imported. You must remove the administrator configuration file from the admin folder:

$ProgramData%\Intercede\MyIDClientSuite\config.xml

or, if the administrator configuration was applied by a modification package, you must
uninstall the modification package. For modification packages the configuration file is stored
in the virtual file system, not the physical file system, you can cannot remove the file
manually.
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4 Deploying MyID clients with App Installer files

App Installer is a Microsoft technology in Windows that is used behind-the-scenes to install
MSIX packages. One of the key features is the ability to create App Installer files that define
the components that should be deployed, how they should be updated, and so on.

The MyID Client Suite has been designed to work with App Installer files, allowing you to
defined custom bundles of MylD components to be deployed in a single install.

4.1 App Installer file

An App Installer file is an XML file with an . appinstaller file-extension. It contains details of
the packages that should be included in a deployment, along with configuration details, such
as automatic update configuration. You can use different App Installer files within your
organization to support deployments of different sets of packages to different users.

Microsoft provides an overview of the App Installer file, along with example use cases, in their
documentation:

docs.microsoft.com/en-us/windows/msix/app-installer/app-installer-file-overview.

The following is an example of an App Installer file to install MyID Client Suite and the
optional launcher packages to add Start Menu entries for MyID Desktop, MyID Client
Service, and MyID Self-Service App:

<?xml version="1.0" encoding="utf-8"?>
<AppInstaller
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\MyIDClientSuite.appinstaller"
xmlns="http://schemas.microsoft.com/appx/appinstaller/2018">
<MainBundle
Name="MyIDClientSuite"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
Version="1.0.0.33"
Uri="\\my.server.local\Installers$\MyIDClientSuite 1.0.0.msixbundle" />
<OptionalPackages>
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDDesktopLauncher"” />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\MCSLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDClientServicelLauncher" />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\SSALauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDSelfServiceAppLauncher" />
</OptionalPackages>
</AppInstaller>
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« This example configures a deployment of the main MyIDClientSuite package at version
1.0.0.33, and also installs the optional bskLauncher 1.0.0.5,MCSLauncher 1.0.0.5,
and ssALauncher 1.0.0.5 packages atthe same time.

Note: Versions in the App Installer file must match to the packages you want to install,
and the versions in the example may not correspond to these.

« All of the packages, and the App Installer file itself, include paths to the corresponding file
locations (uri attributes) — in this example, they are on a file-share called Installers on
aserver called my.server.local.

Note: You cannot use relative paths. You must include a full local path or UNC path.

When you double-click the App Installer file to launch an interactive installation, you see all
the packages to be installed detailed in the App Installer Ul:

Install MyID Client Suite?

Publisher: Intercede Ltd
Version: 1.0.0.33

2m resources

The following app(s) will also be installed:

MylD Desktop

Publisher: Intercede Ltd

MylID Client Service

Publisher: Intercede Ltd

MylID Self-Service App

Publisher: Intercede Ltd

Launch when ready Install

O]

4.2 Finding metadata for App Installer file

You can find the metadata you need for an App Installer file Package entry in the
AppxManifest.xml file inside the package. To access it, change the package's .msix
extension to . zip and open it — inside, you will find the AppxManifest . xml file.

Note: In the case of the main MyID Client Suite msixbundle file, the AppxManifest .xml file
is two levels deep rather than one. If you open the package as above you will find an MSIX
package inside it — this is the package that contains the aAppxMani fest . xm1 file.
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The following is an example of the manifest in the My IDDesktopLauncher package:

<?xml version="1.0" encoding="utf-8"?>
<Package
xmlns="http://schemas.microsoft.com/appx/manifest/foundation/windows10"
xmlns:uap="http://schemas.microsoft.com/appx/manifest/uap/windows10"
xmlns:uap3="http://schemas.microsoft.com/appx/manifest/uap/windows10/3"
xmlns:uap4="http://schemas.microsoft.com/appx/manifest/uap/windows10/4"
xmlns:uapl@="http://schemas.microsoft.com/appx/manifest/uap/windows10/10"
xmlns:desktop="http://schemas.microsoft.com/appx/manifest/desktop/windows10"
IgnorableNamespaces="uap4 uaplo">
<Identity Name="MyIDDesktopLauncher"
Version="1.0.0.5"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86" />
<Properties>
<DisplayName>MyID Desktop</DisplayName>
<PublisherDisplayName>Intercede Ltd</PublisherDisplayName>
<Description>MyIDDesktop</Description>
<Logo>Assets\StoreLogo.png</Logo>
<uaple:PackageIntegrity>
<uaple:Content Enforcement="on" />
</uapl@:PackageIlntegrity>

</Properties>

<Resources>
<Resource Language="en-us" />

</Resources>
<Dependencies>

<TargetDeviceFamily
Name="Windows.Desktop"” MinVersion="10.0.17763.0" MaxVersionTested="10.0.19041.1" />

<!-- the dependency should refer to the main package's Identity.Name -->

<uap4:MainPackageDependency Name="MyIDClientSuite" Publisher="CN=Intercede Ltd,
O=Intercede Ltd, L=Lutterworth, C=GB"/>
</Dependencies>
<Applications>
<Application
Id="MyIDDesktop" Executable="VFS\ProgramFilesX86\Intercede\DSKLauncher\DSKLauncher.exe"
EntryPoint="Windows.FullTrustApplication">
<uap:VisualElements BackgroundColor="transparent"
DisplayName="MyID Desktop"
Description="MyIDDesktop"
Squarel50x150Logo="Assets\Squarel50x150Logo.png"
Square44x44Logo="Assets\Squared44x44Logo.png">
<uap:DefaultTile Wide310x150Logo="Assets\Wide310x150Logo.png" >
<uap:ShowNameOnTiles>
<uap:ShowOn Tile="squarel50x150Logo"/>
<uap:ShowOn Tile="wide310x150Logo"/>
</uap:ShowNameOnTiles>
</uap:DefaultTile>
</uap:VisualElements>
<Extensions>
<uap3:Extension Category="windows.appExecutionAlias"
EntryPoint="Windows.FullTrustApplication”

Executable="VFS\ProgramFilesX86\Intercede\DSKLauncher\DSKLauncher.exe">
<uap3:AppExecutionAlias>
<desktop:ExecutionAlias Alias="MyIDDesktop.exe" />
</uap3:AppExecutionAlias>
</uap3:Extension>
</Extensions>
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</Application>
</Applications>
</Package>

The information you need is the 1dentity node near the top of the file:

<Identity Name="MyIDDesktopLauncher"
Version="1.0.0.5"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86" />

This corresponds directly to what you would include in your package entry, with the exception
of the uri value, which is specific to your organization:

<Package Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDDesktopLauncher" />

In scenarios where you want to get the manifest of an installed package, but you do not have
the original MSIX that was used to install it, you can use the Get-AppxPackageManifest
PowerShell cmdlet to extract it then save it to a file; see.:

docs.microsoft.com/en-us/powershell/module/appx/get-
appxpackagemanifest?view=windowsserver2019-ps

The following example demonstrates retrieving the manifest for an install of the
MyIDClientSuite, then savingitto afile:

S (Get-AppxPackageManifest -Package $(Get-AppxPackage
MyIDClientSuite) .PackageFullName) .Save
("C:\Manifests\MyIDClientSuite\AppxManifest.xml")

4.3 Related sets

Some of the Intercede packages are created as part of a related set, meaning they are tightly
coupled and must be updated as a set. For more information about related sets, see:

docs.microsoft.com/en-us/windows/msix/package/optional-packages
The packages that are in a related set with the MyIDC1lientSuite package are:
®* MyIDDesktopLauncher
®* MyIDClientServiceLauncher

®* MyIDSelfServiceAppLauncher

For example, MyIDclientsuite 1.0.0.33 is in a related set with version 1.0.0.5 of these
optional packages — if these packages are updated to version 1.0.0.6, the MyIDClientSuite
package must also be updated to a version that knows about the 1.0.0.6 packages.

Intercede always releases the related set packages together, even if they have not changed.
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44 Custom modification packages

If you are deploying configuration or customization with a Modification Package, you can add
it to your App Installer file to be included in your deployment.

See section 3.4, Deploying configuration as modification packages for details of creating
modification packages.

For example, if you have created a modification package with the following details:
« Name: MyCustomMyIDConfig

« Version:1.0.0.0

« Publisher: cN=MyOrganisation, 0=MyOrganisation, L=MyLocation,
C=MyCountryCode

« ProcessorArchitecture: x86

« Location:
\\my.server.local\Installers$\OptionalPackages\MyCustomMyIDConfig.msix

You add the following as a child of the optionalPackages node:

<Package
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\OptionalPackages\MyCustomMyIDConfig.msix"
Publisher="CN=MyOrganisation, O=MyOrganisation, L=MylLocation, C=MyCountryCode"
ProcessorArchitecture="x86"
Name="MyCustomMyIDConfig" />
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Adding this to the example produces the following:

<?xml version="1.0" encoding="utf-8"?>
<AppInstaller
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\MyIDClientSuite.appinstaller"
xmlns="http://schemas.microsoft.com/appx/appinstaller/2018">
<MainBundle
Name="MyIDClientSuite"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
Version="1.0.0.33"
Uri="\\my.server.local\Installers$\MyIDClientSuite_1.0.0.msixbundle" />
<OptionalPackages>
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDDesktopLauncher" />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\MCSLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDClientServiceLauncher" />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\SSALauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDSelfServiceAppLauncher" />
<Package
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\OptionalPackages\MyCustomMyIDConfig.msix"
Publisher="CN=MyOrganisation, 0=MyOrganisation, L=MylLocation, C=MyCountryCode"
ProcessorArchitecture="x86"
Name="MyCustomMyIDConfig" />
</OptionalPackages>
</AppInstaller>

MyID Client MSIX Installation Guide Page 39 of 48



intercede

After adding your package, when you double-click the App Installer file to launch an
interactive installation, you see your custom package included in the App Installer Ul:

Install MyID Client Suite?

Publisher: Intercede Ltd
Version: 1.0.0.33

Capabilities:

= Uses a

The following app(s) will also be installed:

MyID Desktop

Publisher: Intercede Ltd

MylID Client Service

Publisher: Intercede Ltd

MylD Self-Service App

Publisher: Intercede Ltd

MyCustomMylDConfig

Publisher: MyOrganisation

These apps may modify one or more apps on your device.

Launch when ready Install

®
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4.5 Configuring automatic updates

You can use App Installer files to configure automatic updates. When an update check is
performed, Windows checks the App Installer file used to install the packages for changes.
You can configure how often this check is performed, how it is performed, and what should
happen when an update is found. Automatic updates apply to all packages in the App
Installer file, including your own custom Modification Packages. Automatic update
configuration applies regardless of how the App Installer file was deployed.

The following is one example of how you might configure updates:

<UpdateSettings>
<OnLaunch HoursBetweenUpdateChecks="8"
ShowPrompt="true"
UpdateBlocksActivation="false"/>
<ForceUpdateFromAnyVersion>true</ForceUpdateFromAnyVersion>
</UpdateSettings>
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Add this as a child of the AppInstaller node. In the example, it would look like:

<?xml version="1.0" encoding="utf-8"?>
<AppInstaller
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\MyIDClientSuite.appinstaller"
xmlns="http://schemas.microsoft.com/appx/appinstaller/2018">
<MainBundle
Name="MyIDClientSuite"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
Version="1.0.0.33"
Uri="\\my.server.local\Installers$\MyIDClientSuite_1.0.0.msixbundle" />
<OptionalPackages>
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDDesktopLauncher" />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\MCSLauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDClientServiceLauncher" />
<Package
Version="1.0.0.5"
Uri="\\my.server.local\Installers$\OptionalPackages\SSALauncher.msix"
Publisher="CN=Intercede Ltd, O=Intercede Ltd, L=Lutterworth, C=GB"
ProcessorArchitecture="x86"
Name="MyIDSelfServiceAppLauncher" />
<Package
Version="1.0.0.0"
Uri="\\my.server.local\Installers$\OptionalPackages\MyCustomMyIDConfig.msix"
Publisher="CN=MyOrganisation, 0=MyOrganisation, L=MylLocation, C=MyCountryCode"
ProcessorArchitecture="x86"
Name="MyCustomMyIDConfig" />
</OptionalPackages>
<UpdateSettings>
<OnLaunch HoursBetweenUpdateChecks="8"
ShowPrompt="true"
UpdateBlocksActivation="false"/>
<ForceUpdateFromAnyVersion>true</ForceUpdateFromAnyVersion>
</UpdateSettings>
</AppInstaller>
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When you double-click the App Installer file to launch an interactive installation, you see that
the App Installer Ul now indicates that the install will enable automatic updates:

Install MyID Client Suite?

Publisher: Intercede Ltd
Version: 1.0.0.33

The following app(s) will also be installed:

MyID Desktop

Publisher: Intercede Ltd

MylID Client Service

Publisher: Intercede Ltd

MylD Self-Service App

Publisher: Intercede Ltd

MyCustomMylDConfig

Publisher: MyOrganisation

By installing, you agree that this app will automatically check for and install updates.

These apps may modify one or more apps on your device.

Launch when ready Install

®

In this example, the configured behavior would be:
« Check for updates on launch, with checks at least 8 hours apart.
« Prompt the user when an update is detected.
« Allow the user to bypass the update.
« Allow updates to perform downgrades as well as upgrades to allow for rollbacks.

Note: The update behavior available to you depends on the version of Windows you are
using. For example, some of the configuration in this snippet requires at least Windows 10
1903 (UpdateBlocksActivation, ShowPrompt, and ForceUpdateFromAnyVersion).

For more information on configuring automatic updates, including which features are
available on which platforms, see:

docs.microsoft.com/en-us/windows/msix/app-installer/update-settings.
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4.6 Headless install with App Installer files

Microsoft provides an appx PowerShell module for managing MSIX installations; see:
docs.microsoft.com/en-us/powershell/module/appx/?view=windowsserver2019-ps

The specific cmdlet you need to use to perform headless deployment of your App Installer file
is Add-AppxPackage; See:

docs.microsoft.com/en-us/powershell/module/appx/add-
appxpackage?view=windowsserver2019-ps

You can run this as a one-time startup task, or integrate as a scripted install; for example, in
SCCM.

For example:
Add-AppxPackage -AppInstallerFile
"\\my.server.local\Installers$\MyIDClientSuite.appinstaller"

Note: Since MSIX installs per user, you must run this command for each user on the machine
on which you want to install the packages.

Note: You cannot use the App Installer file to perform an uninstall — for that, you must provide
the name of the package to remove. The following is an example of using Remove-
AppxPackage to remove the MyIDClientSuite package and all applied add-ons from a
machine:

Remove-AppxPackage $ (Get-AppxPackage MyIDClientSuite) .PackageFullName
See the following for more information:

docs.microsoft.com/en-us/powershell/module/appx/remove-
appxpackage?view=windowsserver2019-ps
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4.7 Interactive install with App Installer files
As the Intercede MSIX packages do not need administrator permissions, you can direct users
to perform the install themselves. You can do this in the following ways:
« Give the user the App Installer file itself.

If the user's machine can reach all of the locations specified inside the App Installer file,
you can give them a copy of the file and they can double-click to run.

« Place the App Installer file in a shared location.
The same as above, but rather than giving the user the file you direct them to its location.

« Publish the App Installer file on a website (internal or otherwise) using the ms-
appinstaller protocol, and provide the link to users. For more information, see:

docs.microsoft.com/en-us/windows/msix/app-installer/installing-windows10-
apps-web

Note: The ms-appinstaller protocol is disabled by default for security reasons. You
must review and consider the implications of enabling it, including applying appropriate
security policies.

Note: As with the headless install, you cannot use the App Installer file to perform an
uninstall. Either the user must uninstall the app themselves, or you can use the Remove-
AppxPackage cmdlet; for example:

Remove-AppxPackage $ (Get-AppxPackage MyIDClientSuite) .PackageFullName
See the following for more information:

docs.microsoft.com/en-us/powershell/module/appx/remove-
appxpackage?view=windowsserver2019-ps
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5 Deploying MyID clients without App Installer files

There may be scenarios where App Installer files are not suitable for your organization. In this
case, you can use the cmdlets in the following PowerShell modules, depending on your
deployment:

®* Appx
See the following for more information:
docs.microsoft.com/en-us/powershell/module/appx/?view=windowsserver2019-
ps

®* Dism
See the following for more information:

docs.microsoft.com/en-us/powershell/module/dism/?view=windowsserver2019-
ps
51 Headless install without App Installer files
To deploy the MmyIDClientSuite package manually along with its optional packages, use the
Add-AppxPackage cmdlet.
See the following for more information:

docs.microsoft.com/en-us/powershell/module/appx/add-
appxpackage?view=windowsserver2019-ps

This command can be run by the user themselves, configured as a one-time startup task, and
so on. The following is an example that installs the same packages as the example App
Installer file:

Add-AppxPackage -Path "\\my.server.locallInstallers$\MyIDClientSuite
1.0.0.msixbundle" -ExternalPackages
"\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix", "\\my.se
rver.local\Installers$\OptionalPackages\MCSLauncher.msix", "\\my.server.loc
al\Installers$\OptionalPackages\SSALauncher.msix", "\\my.server.local\Insta

llers$\OptionalPackages\MyCustomMyIDConfig.msix"

Note: Since MSIX installs per user, you must run this command for each user on the machine
on which you want to install the packages.

To uninstall the clients deployed in this way, use the Remove-AppxPackage cmdlet:
Remove-AppxPackage $ (Get-AppxPackage MyIDClientSuite) .PackageFullName
See the following for more information:

docs.microsoft.com/en-us/powershell/module/appx/remove-
appxpackage?view=windowsserver2019-ps
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5.2 Interactive install without App Installer files

While it is possible for users to install the packages interactively by double-clicking the .msix
files, this approach is not recommended without App Installer files. This is because:

« You must install packages in the correct order; for example, you must install the main
MyID Client Suite package before installing the optional packages for MyID Desktop, the
Self-Service App, or the MyID Client Service.

« You cannot perform an in-place update using this approach when using the
MyIDDesktopLauncher, MyIDClientServicelLauncher, OF
MyIDSelfServiceAppLauncher packages as you must update all members of a related
set at the same time, which is not possible using the interactive installers. To update, you
must uninstall the old versions before you install the updated versions.

See section 4.3, Related sets for more information.
To carry out an interactive installation without App Installer files:
1. Uninstall any existing MyIdClientSuite installs.
Uninstalling the main package also removes all of the optional packages.
2. Install the new main MyIDClientSuite package.

3. Install the optional packages one-by-one.
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5.3 Provisioning to a Windows image

You can provision the MyIDClientSuite package to a Windows image, including an online
image, so that it will be installed for all users. To do this, use the
Add-AppxProvisionedPackage cmdlet.

For more information, see:

docs.microsoft.com/en-us/powershell/module/dism/add-
appxprovisionedpackage?view=windowsserver2019-ps

The following is an example that provisions the same packages as our example App Installer
file to an online image:

Add-AppxProvisionedPackage -Online -PackagePath
"\\my.server.local\Installers$\MyIDClientSuite 1.0.0.msixbundle" -
OptionalPackagePath
"\\my.server.local\Installers$\OptionalPackages\DSKLauncher.msix", "\\my.se
rver.local\Installers$\OptionalPackages\MCSLauncher.msix", "\\my.server.loc
al\Installers$\OptionalPackages\SSALauncher.msix","\\my.server.local\Insta

llers$\OptionalPackages\MyCustomMyIDConfig.msix" -SkipLicense

To remove a provisioned package from an image, use the Remove-
AppxProvisionedPackage cmdlet. This is slightly more complicated as, unlike Remove-
AppxPackage, removing the main MyIDClientSuite package will not remove Modification
Packages, including those produced by Intercede — these must be removed separately.

For more information, see:

docs.microsoft.com/en-us/powershell/module/dism/remove-
appxprovisionedpackage?view=windowsserver2019-ps

The following is an example of removing the clients provisioned in the previous example,
followed by the mycustomMyIDConfig Modification Package:

# Remove the main package and packages in its related set
Remove-AppxProvisionedPackage -Online -AllUsers -PackageName $ (Get-
AppxProvisionedPackage -Online | Where-Object {S$_ .DisplayName -like
'MyIDClientSuite'}) .PackageName

# Remove the custom Modification Package
Remove-AppxProvisionedPackage -Online -AllUsers -PackageName $ (Get-
AppxProvisionedPackage -Online | Where-Object {$ .DisplayName -like
'MyCustomMyIDConfig'}) .PackageName

Note: Many of the additional support packages provided by Intercede have been produced
as Modification Packages, and so, if provisioned in this way, would have to be removed
individually as above.
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